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Motivation

Group Signatures are..

.. a cryptographic authentication mechanism, which is ..

.. useful for implementing scenarios, for example, in vehicular

communication networks ..

.. in a privacy-preserving way.

.. not used.
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Group Signature Security Notion
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Current Constructions
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Evolving to More Efficient Group Signatures

+ auction with private bids

+ vote and prove

- key loss
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Our Construction
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Pairings

Asymmetric pairings with G1, G2, GT cyclic groups of prime order q.

There exists a efficiently computable map

ê : G1×G2→GT .

For all x ∈G1, ỹ ∈G2 and α,β ∈ Zq we have

ê(xα , ỹβ ) = ê(x , ỹ)αβ .

ê(g, g̃) 6= 1.

15 / 28 P. Bichsel1 , J. Camenisch1 , G. Neven1 , N.P. Smart2 , B. Warinschi2 | Get Shorty via Group Signatures without Encryption | 15 September 2010 | ibmStyle.tex 2010-09-12 pbi © 2010 IBM Coorporation



1IBM Research – Zurich; 2University of Bristol

Our Construction – Simplified
Join

interactive protocol

issues a CL signature

(a← gρ ,b← gρβ ,c← gρα(1+βξi ))

Sign

re-randomize the CL signature

(d ← aζ ,e← bζ , f ← cζ )

issue

Σ← SPK{(ξi) : ê(f ,g̃)
ê(d ,x̃) = ê(e, x̃)ξi}(m)

Verify

verify Σ as well as

ê(d , g̃β )≡ ê(e, g̃)

Open

for all i check

ê(f , g̃β )
?
=

ê(d , g̃α )ê(e, g̃ξi )
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Properties of our Construction - Recap

+ dynamic groups

+ selfless anonymity

+ traceability

+ non-frameability

- linear opening

- combined opener and group manager
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LRSW [Lysyanskaya et al., 1999]

Given (x̃ ← g̃α , ỹ ← g̃β ) ∈G2 and an oracle Ox̃ ,ỹ (·) that, on input of

µ ∈ Zq, outputs a triple (a,aβ ,aα(1+µβ)) ∈G3
1. For all

PPT-adversaries it is hard to output (µ,b ∈G1∧bβ ∧bα(1+µβ)).

XDDH
XDDH holds if DDH is hard in G1, i.e., if given a tuple (g,gµ ,gν ,gω )

for µ,ν ← Zq it is hard to decide whether ω = µν mod q or random.

q-SDH [Boneh and Boyen, 2004]

Given a q-tuple (g̃γ , g̃γ2
, . . . , g̃γq

) for some hidden value of γ, it is

hard to output a pair (g1/(γ+α),α) for some α ∈ Zq.
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Comparison

CL [Camenisch and Lysyanskaya, 2004]

CL signature & Cramer-Shoup encryption

XDDH & LRSW assumption

BBS∗ [Boneh et al., 2004, Shacham, 2007]

BBS signature & Cramer-Shoup encryption

XDDH & q-SDH assumption

DP [Delerablée and Pointcheval, 2006]

BBS signature & two ElGamal encryptions

XDDH & q-SDH assumption
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Well... how efficient?
∼ 1

2 signature length

< 1
2 signature computation time

≈ signature verification time
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Comparison - Signature Size & Signing Time

Scheme Size of Sig. Sign Cost

G1 Zq G5
T G3

T G2
T GT G2

1 G1

Ours 3 2 1 3

CL 7 4 1 1 11

DP 4 5 1 1 6

BBS* 4 5 1 3 5
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Comparison - Verification

Scheme Verification Cost

P2 P G3
T G2

2 G4
1 G3

1 G2
1 G1

Ours 2 1 1

CL 2 1 2 2 1

DP 1 1 1 1 2

BBS* 1 1 1 4
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Thank you!
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?
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Security Model Development

1991..2003

unlinkability

unforgeability

anonymity

traceability

non-frameability

2003 (static groups) [Bellare et al., 2003]

full-anonymity

full-traceability
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Security Model Development

2004 (verifier-local revocation) [Boneh and Shacham, 2004]

selfless anonymity

2005 (dynamic groups) [Bellare et al., 2005]

non-frameability

2010 (combination) [Bichsel et al., 2010]

dynamic groups

selfless anonymity

traceability

non-frameability
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Comparison - Assumptions

Separate Underlying Hard Problems

Scheme GM & Opener for Anonymity and Traceability

Ours 7 XDDH and LRSW

CL 3 XDDH and LRSW

DP 3 XDDH and q-SDH

BBS∗ 3 XDDH and q-SDH
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